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oo3 z2o001,01.01 TO8 by AT Tttt o s
ooz 2001,01.01 00:08:568 LAM: Connect
oot 2001.01.01 00:09:02 LAN: Call to 3o0000d
oog 2001,01.,01 00:09:03 LAM: Connect

% BHED XXXXXXX

T

(IR LALEFRESERLTVET,

B, (27T ZEETH3HEEE NP7 RLR], [R—rEE]




H AQOJYXLD “004" ONTy bEEBREGEROSLBBEEST7 1)

YERELET,

F6E (VBB HEE

IPZ1)LAERSE

1k o 1

I:k

[1755|

iEm | #e: | =sewsmour— |
Ea= R ) i J51a] R (ETTIEER
IPFFLA Fub<AoR—tEES
32 |restrict = | [wan0 =| [out =] [192.168.0.11 j24 * |tep =
TR BER
IPFELRA FubkxAZH—tES

H LUTOESICIP 749D BREINET,

'S rg=Lriv. War gL o™ ™ LU =L ™ ILH

23 restrict wanl out # # icmp # #

24 reject lanl in # nethioz_ns # # #

25 reject lanl in # nethiosz_dgm # L L

26 reject lanl in # netbioz_s=n & # #

27 reject lanl in # microsoft-ds # # #

28 reject lanl in # * ® * netbioz_ns=

24 reject lanl in # # # # netbios_dgm

a0 reject lanl in # * ® (] netbioz_ssn

B3 rej 1T L £ " L i soft-ds
restrict  wanl out 192, 188.0.11/24 # tcp # ﬁ

%*Point

c IPT7ANYDEREICL>TET IV — a3 0 DEFBICEMELAEL BB EHHYETD

T, BREICEFTRITEFELSESLY,
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6.10.2

1k o 1

« @BRICIPZ74IVE %

IP 7 1« )VZ#18B(E

IP 7 4 )LYHEREIL. BHMEE— K. B

/N xm

=N

ax AE

[CLo>TENEN

=N —]

ax AE

ESNTHET,

==

ax AE

THEMEICR>TLEWNE T, TEELLESL,

L% TBEE— K, BEREEEETHE. P 74 LEHTA

<A
© FAVNT yTIN—FE— K [SKIEHE T 7Ly - ISDN) & MERALE L)
£44 Zr—R| A [IPTRLR| R—+ES P7RKLR| R=hrES | AT
1 reject WAN out % netbios_ns % % * 1
2 reject WAN out * netbios_dgm * * * E 1
3 reject WAN out % netbios_ssn * * % E 1
4 reject |  WAN out % microsoft-ds % % * E 2
5 reject WAN out % % % % netbios_ns | ;¥ 3
6 reject WAN out % % * % netbios_dgm | ;¥ 3
7 reject WAN out * * * * netbios_ssn | ¥ 3
8 reject |  WAN out * % % % microsoft-ds | jF 3
9 |restrict| WAN out * % tcpfin 3 www X4
10 |restrict| WAN out * * teprst * wWww E4
11 | restrict | WAN out * * tcpfin * ftp X4
12 |restrict | WAN out % * tcprst % ftp E4
13 |restrict | WAN out * * icmp % * E4
14 pass WAN in % * established 3 * E5
15 | reject WAN in % % tcpsyn localhost % E6
16 | reject WAN in * % * % dhcps E7

E1
F2
3
E 4
ES5:
6!
ET

1 ]| 642

NetBios # 2 (WAN BIADFR B & RELE)
SMB HH—E X/ bEKE (WAN BINDFREZRLE)

FER— P DHRETS
BRI FEMFO R 5

TCP AR aVDPHEIINTNBEHDEFER
Jb— 4% RERH —/\ 3kt 0D [ 8
R—FRF+ ~[E%E (UDP : DHCP)




L BEEGR>
s FAVINT Y TIN—F—F MHxREEE T 7Ly - ISDN] & [ERAT 3]

$F6E VBB iEE

C FATNT v TN—FE— K TLAN ZUEH) =
. FAYNT Y TN—IE— K [SEE 6
- JO—RKNAYVEL—FE—K +
“* §_ |=E == e
Wb we | 22| 2 L Sa ko B
£44 7i-Z | B [IP7RKLR| R—+ES P7RLX | R—+ES | AB
1 reject WAN out * netbios_ns * * % E 1
2 reject WAN out * netbios_dgm * * * E1
3 reject WAN out % netbios_ssn * * * E 1
4 | reject [ WAN out % microsoft-ds 3 * * E2
5 | reject| WAN out % % % % netbios_ns | ¥ 3
6 | reject| WAN out * % % * netbios_dgm | ;¥ 3
7 |reject | WAN | out % % % % netbios_ssn | 3
8 |reject| WAN [ out % % % % microsoft-ds | ;¥ 3
9 | pass | WAN | in % * eStaZ"She s * 4
10 | reject WAN in % 2 tcpsyn localhost * E5
11 | pass WAN in % % % % www 6
12 | pass WAN in % % % % ftp 7
13 pass WAN in * ftpdata * * * E 8
14 | pass WAN in * * % % smtp E9
15 | pass WAN in % % % % pop3 £ 10
16 | pass WAN in % % % % telnet N
17 | reject WAN in * * tcp % * E 12
18 | reject WAN in * 2 * * dhcps E 13
E1:  NetBios Z#ZE (WAN INDRHZBAL)
F2: SMBHY—ER/NT v bEWE (WAN HINDFEHZRSLE)
F3: WER—FOBHRRETS
F4: TCPARI L IAVHHEIEINTNSHDZEER
ES5D L= FRERY —/\EF O EE
E6:0 www EiR
ET70 ftp 21) EiB
A8 ftp (20) FiB
9 smtpiEE
E10: pop3 FEiB
E 110 telnet BB
E12: LREEOHEEEICKY. R—FXF v+ EE (TCP)
F13: KR—bXF+v E# (UDP : DHCP)
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Y Point

« IMACT7 RUVRTZ4IIFHEE] NDMAC 7 RLUZAANKL. 2HHBIC "= TRU-T
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6.12 NATEBE

INAT (RZ T4 w2 NAT) BREI TlE. 7 RUVRAEBRDEZOHDT—IX—XELT. LANET
RLREWANBI7Z RLUADMEEDEZEZZELET,

7 RLRIC TR—FEE] 1703V OEREMMLTERLET,
BEDOR—MIAEITONZ/T Yy b, BEDIP7 RLREEF DRI MIOHESND LD ICEE
ETDHIENTEET,

BEEHEIN/ NAT BHII. BRENIRESNET., 70 ERKRA 2 M E— REMERITIERTY.

1k o W

=
NATEx
BESEEIR [HA T ATy v
[(em [ Bz |[ SaREour |
&= LANTBIP L 2 H—t &S SOkl WANBIPTELR
i ®Y

* hs

DHHIEEH
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NAT 5 — 7 JL(3BHSER BB T D LN TEET,
FAVINT v 71 ~4 LANEES SRR 70— KAV RDOLRRUET.
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BT DNATDESZEANLET,
HIRRIE, BESZANLT THIBR] 20V v O LET.
BRERIVTI 20V v 0T DLEBHRESNTOVDIIRTOEFERDPHIRENET,

® K—hES (Rl #87T)

WAN 7> 5 LAN IS {E S n7z/37 v FOFBERA— b LAN 55 WAN IR {E S 7=/ 3
FDRETAR— FOESEB/RL, TOR—MIEETH/T Y hOT RLRAOHREZHRLET.
R— FESZHEEET 3HE(F BB BT R— F2ENTNARELET.

TRTOR— bEEETBHBAE %" (FRFURY) &, 1 K- bOIEET BHEEAR— b
ES% IBIth) ICRELET,
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Za ka3 TTCPI TH 3 TUDP) THAMIZL>T. BDKRA CADHISDF£TZES

% [CBELET.
= YPoint
« NATEREICBWTIP7ZRLR, R=FrBEBT 2T 2RIHEIE %" (FRYUR
) EANLET,

o EESERICR2HEHZRTELT,

6.12.1 NAT DX EH

K LAN AICH D Web H—/N\NEA 27—y FMIART 555>
« WANDS5D Web R—BEZER%E ILANAIIP 7 RL R ITERE L= Web b —/\NZE

FIENTEET,
ES |[LANBIIPZRLR| KR—+ES Zaka WAN B IP 7 KL X
s | &7
Ja—NIL7 KL R
192.168.1.100 80 % AN
Y Point

s TONAFTIHREMSWANBIIPZ RL R (FO—/NILT7 RLUR) DEETEHTOENSS
Bld. TOT7RLRERELET.
WAN 8|7 R L REGREFICTONA IS BEMICEIHTOoNDIBEIE. WANAEIP 7
RLZRIC %] ZBELET.
ZDGE. IP74)b%1 T, NATD TLANBIIP Y RLR] IZERELET7 RLRZED
R—bFEBES 180 D/NXTy bDPBEILOBREICTEIVENHYET,

LAG =2y bT=L>
F—AORBIC, R— FREDDHDHE. TOREICH > TNATRELET,
+ T ADBBAEBICRBIN TSR MER f)

il N iy A A 274 TCP UDP
N 4~ — A Internet i 9071-9072 9071-9072. 9081
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$F6E VBB iEE

1k o 1

5 LAN 8 IP 7 KL X R—brES Zobkan WAN 8l IP 7 KL X
FgR | 8T
192.168.1.200 9071 |9072 |
192.168.1.200 9081 UDP

EE

A

6.13 DNS RFifFRERTE

FRERRERE NAT REDDLERFRY bD =07 TV —2 3> &2 CFIRICIEDIGEEDHK
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R— POMREEANE S B TWELEEETDOTHODLHITHESLESL,
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BEELET,
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e | EIBE | 2RwmouT

#5 IPF L

R B

TR

® ==
B35 DNS U —"DESEANLET,

HIRR(Z. EFZAALT THIRI 20U v LET,
BRERIVTI 20V v 0T DLEBHRSNTODIIRNTOEFERDHIRENET,

® IP7RLR KR

BERESNICARAMEZEIPTY FLADIEEDLEZESR. DNSUSI T X MIH LT, DNS —/\&

LTICELET,
EERAIREHF#L 32 4T,
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® A I/IFzvl
BEHRULEA=INTHI D FPOBRICEDEA-INWEEETF v ITEINEDD. FEFTvoD
HEZRELET,

« Y  A—IITFvIETBROVERA.
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1k o 1

Y Point
s FIvIRBIBREOICRETAEA—INTF v IETHEONERA,
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c A=) FviE Y CRETDE THU Y RERSNTOARWNEETHIEESN
FzyvOBRTHREL. BEHDPRESNET., TEESLSL,
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BFTAIA—INTHO Y NEXBITEHEDIC. FEDRMERTELET, CORMIT TA—JLE
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IRUET, A=Y —=N\DPZOHEEICHIEL TVWDIBEDNHY T,
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Y Point

« —BOTONATDA—INY—ERE, thOTONAFRATHRAT S5, [H3 ([C
RELBWNE, A-IIDPHRALELTNZENDHY ET.

6.15 S T7&RR

70— RN RE—REEICISDN E#fE CERICASRWNMESE. TRRULAEN) ZF#IRTHEIC
LoTBIB2DZ > 7HEITLET,

JO— RN RE—RLUNDOEMEE— (L. ISDN B{ROER# N TER SR, B1/B2 Do I3k
SRLUET,

S T%

EREIRE ERE

,
s

BILE2ST @ ==y CEFtR

B | EmsL |

Y Point
« SUTRTRETE., JO—RNVERE—ROAZ2—DHARREINET,
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6.16 R~

[RR] Tl AEROWANWALEERE - REEZRRLUET,
AZa—0 KRRl 20Uy I LET.

1k o 1

3 IPMATEI600RD ZXiEEal - Microsoft Internet Explorer
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® Hff- KX

NNV AVDPHEIE

FHEEEZRRLTNA/NNY I VORERRINRTIENTIVET, IPMATE1600RD D H

ft-BREVAVICEDLELHBEEFDEREZREIRLT IEH 20U v I LET,
FERTE -

HETDHEM - BREANL, TEH#H 20U v I LET,
GA LY —/N\POEE

ALY —NEZFRLT. BFNICABBZZRELET.
ALY —NT LR

Bff - BZIDOBEEDOEET DALY —1NDT FLREZANLET,
FHTHOEDOE :

OV o LIEEECHA LY —NICHNVEDE. Bff - BRZEISLTRELET.

1k o 1

Y Point

[ A4 LAY —N\DPSEREF] OBEHFLRE IRGFESEFDARESNET,

FAYNT v TIN—9F—RTOIEAR. ISDN BEiEREFOBESIZEHTORNED
H(IITEDbNE B A

JO—RNYRI—FE—RTT7L v - ADSL [C#E#H L TO Z{ERK, ADSL [EigkiE
BMOGEFEFTORWELEIZITRVER A,

[FERTE] OBEFEM - BXRTEERD (FH 20Uy o354 B - BUNPE
HEsnEd.

(A LAY —NPORE] HEDE. FEITHEELYE] 20U v I35 LERERETR
O\, BEHEMNBREINET,
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6.16.2 OJ YR BFKRTR

NEAOVIERERRTLET, OV ARILSYSLOG DREICHE L TERRENET, 6.7.5
SYSLOG] (p.6-34)

1k o 1

A1) X F&RR

019 2001,01,01 00:30:10 FILTER: [LAMI] Rejected IN : LDP
01§ 2001,01,00 00:30:10  192.168.1.124: netbios_dgm > 192.168.1.2556: netbios_d
017 2001,01,01 00:80:24 FILTER: [LANT] Rejected IN : UDP
016 2001,01,001 N0:30:24 192.168.1.211: netbios_ns > 192.168.1.255: netbios_ns
015 2001,01,01 00:30:25 FILTER: [LANI] Rejected IN : UDP
D14 2001,01,01 00:30:26  192,.188.1.211: netblos_ne » 192,168.1,255: netbios_ne
013 2001,01,01 00:30:26 FILTER: [LAMI] Rejected IN : LDP
012 2001,01,01 00:30:26 192.168.1.211: metbios_ns » 192.168.1.255: netbios_ns
011 2001,01,01 00:30:46 FILTER: [LAMI] Rejected IN @ UDP
010 2001,01,001 00:30:45  192.168.1.176: netbios_dgm > 192.168.1.256: netbios d
003 2001,01,01 00:30:49 FILTER: [LANI] Rejected IN : UDP
pog 2001,01,01 00:30:43 192.188.1.21: netbios_ne > 192.168.1.265; retbiog_ns
007 2001,01,01 00:30:50 FILTER: [LANI] Rejected IN @ LDP
D06 2001,01,001 00:30:50 192.168.1.21: netbioz_ns > 132.168.1.285: netbios_ns
005 2001,01,00 00:30:61 FILTER: [LANI] Rejected IN : LOP
004 2001,01,01 00:30:51 192.168.1.21: netbioz_ns > 132.168.1.2856: netbios_ns
003 2001,01,01 00:30:53 FILTER: [LANI] Rejected IN : UDP
002 2001,01,001 00:30:68 192.188.1.153: netblos_dem > 192.168.1.255: netblos_d
001 2001,01,00 00:31:10 FILTER: [LANI] Rejected IN : LDP
nog 2001,01,00 00:31:10  192.168.1.124: netbios_dgm > 192.168.1.255: netbios _d

AllfR |

HIRR) 22U v o35 L AJBEREHIBRLET,

Y Point

« OJIERIIEIE OFF, BLUVAERDBEEEICHHIBREINES.

« RRTEZO056HIT2004TYT., TNLULICADZEHEVHDODSHIBRENET,

« OJ%ELEWMESILSYSLOG U —N\Y 7 hD 7 (syslogdaemon) E% CFIASESE
LY,
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6.16.3 DHCP 9254 7 MEHR
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Y Point
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6.16.5 XA —JLEEIEHR

GAYINT v TIN—FFE—BF, TAO—BNYRIL—FE— RO FHBRE - [A—ILEEFERE] T
ERULCESHTF IV IDREICKYAFLLEA—IINEFORRE, 48, XELLELDOBERERT
L/i-g_o

1k o 1

S LR EE  THhHOL FOIET ﬁfé
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Y Point

A— )L EBEFEREYIBRLTH. POP H—NIZEWEA—JLAZ(ZHIBRENEH A,
A=)V EBEFEREFEHRE. /YA DA—ILY T R TA—IVDOZEETEDIEVWEERD
A= )LKEIPSRITEND E. BERLUA—IILOEBEEFRPIRRTEINET,
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AKERDA Y T 11— ARk

4297 1—RAHER

AHEHRERTLEY.

$F6E VBB iEE

1k o 1

- =l E
A7 T—RiREHER
RIEESN T
AR 7 —2FEER
Index 1 2 3 4 5 [itErtry 1]
Descr Ether0 Etherl Wireless  |BASICISDN Use [itErtry 2]
Type 6 f 1 23 1 [itErtry 3]
hoftu 1800 1800 1800 1500 1500 [itEntry 4]
Speed 100000000 100000000 11000000 128000 12000000 | [ifEntry 5]
Physfddress 00-20-47-08-00-12 |00-30-47-04-00-12 lurknown | 00-00-00-00-00-00 |urknown | [ifEntry 6]
AdminStatus 1 il 2 2 2 [itErtry 7]
OperStatus 1 1 2 2 2 [itErtry 8]
LaztChange 2 2 2 4 2 [itEntry 9]
nOctets 49401 0 0 1] 0 [itErtry 10]
IhzastPkts 335 0 0 i} 0 [itErtry 11]
InHUcastPkis a9 i i 1] 0 [itErtry 12]
hDizcards i} 0 0 i} 1] [ifEntry 13]
hErrors 1] 0 0 1] 0 [ifEntry 14]
ThUnknownProtos |0 a a 0 0 [ifEntry 15]
OutQctets 131276 i] i] il 0 [itErtry 16]
OutlcastPkts 309 0 0 a 1] [itErtry 171
OuthUcastPkts |1 i] i] 0 0 [itErtry 18]
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